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ABSTRACT
The article was carried out the diffusion of tampered visual contents through the
digital world is becoming increasing and worrying, due to the large availability of simple and
effective image and video processing tools. Because of this issue, in many fields like insurance,
law and order, journalism, and medical applications, there is an increasing interest in tools
allowing us to grant the credibility of digital images as sources of information. As a possible
answer to this request, many image forensic techniques have been proposed to detect the
presence of forgeries in digital images through the analysis of the presence or of the perturbation
of some traces that remain in digital content, during the creation process or any other successive
processing and By applying different thresholds on the probability map, binary segmentations of
the WMLs were produced. These segmentations were compared with the gold standard, where
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the number of correctly classified voxels, that is, the true positives (TP) and true negatives (TN),
was counted as well as the number of false positives (FP) and false negatives (FN). The true
positive fraction (TPF), which is the sensitivity, and the false positive fraction (FPF),and The SI
is a measure for the correctly classified lesion area relative to the total area of WML in both the
reference (the gold standard) and the area of the segmented image. The PSI and POF have values
between 0 and 1, in which a high value resembles better correlation with the reference, and 1
denotes that the segmentation equals the gold standard. The PEF has values of 0 and higher and
should remain as small as possible for a good segmentation. The probabilistic measures were
calculated for all patient categories and all feature sets.
Keywords: diffusion, image and video, credibility, analysis, sensitivity
CHAPTER-1
1.1 INTRODUCTION
The diffusion of tampered visual contents through the digital world is becoming
increasing and worrying, due to the large availability of simple and effective image and video
processing tools. Because of this issue, in many fields like insurance, law and order, journalism,
and medical applications, there is an increasing interest in tools allowing us to grant the
credibility of digital images as sources of information. As a possible answer to this request, many
image forensic techniques have been proposed to detect the presence of forgeries in digital
images through the analysis of the presence or of the perturbation of some traces that remain in
digital content, during the creation process or any other successive processing [1]. The JPEG
format is adopted in most of the digital cameras and image processing tools; many forensic tools
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have thus been studied to detect the presence of tampering in this class of images. In general, the
manipulation is detected by analyzing proper artifacts introduced by JPEG recompression
occurring when the forged image is created; in particular, such artifacts can be categorized into
two classes, according to whether the second JPEG compression adopts a discrete cosine
transform (DCT) grid aligned with the one used by the first compression or not. The first case
will be referred to as aligned double JPEG (A-DJPG) compression, whereas the second case will
be referred to as nonaligned double JPEG (NA-DJPG) compression. Approaches belonging to
the first category include [2]–[8], whereas the presence of nonaligned double JPEG compression
has been investigated in [9]–[12]. Based on the observation that the distribution of the first digit
of DCT coefficients in single JPEG compressed images follows the generalized Benford
distribution, in [3] and [4] the statistical distribution of first digits in quantized DCT coefficients
is used as feature set for detecting double JPEG compression. Their performance however does
not seem adequate, and they are outperformed by later works, e.g., in [6], starting from the
observation that recompression induces periodic artifacts and discontinuities in the image
histogram, a set of features is derived from the pixels histogram to train a support vector machine
(SVM) allowing us to detect an A-DJPG compression. In [13], the histogram of a subset of nine
DCT coefficients is also used to train an SVM and make the same detection. These two last
approaches, however, have been tested only for secondary quality factors set to 75 or 80. A
promising approach is the one introduced by Popescu et al. in [2]. Here, it is proposed to detect
the presence of double aligned JPEG compression by observing that consecutive quantizations
introduce periodic artifacts into the histogram of DCT coefficients; these periodic artifacts are
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visible in the Fourier domain as strong peaks in medium and high frequencies. Their seminal
work has been the basis of the work presented in [7], where double JPEG compression is
detected by computing a tampering probability map of the image according to a proper statistical
model of DCT coefficients. In [8], an improved version of the model proposed in [7] is
presented, leading to a significant improvement of the accuracy of the probability map estimation
and consequently of the algorithm performance. In [5], a different approach to detect areas which
have undergone a double JPEG compression is proposed. The method works by comparing
differently compressed versions of the image with the possibly tampered one; when the same
quality factor of the tampered area is adopted, a spatial local minimum, the so-called JPEG
ghosts, will appear in correspondence of the forgery. This method works only if the tampered
region has a lower quality factor than the rest of the image. Concerning the methods for the
detection of NA-DJPG, a well-known approach is the one presented in [9]. Starting from an idea
proposed in [14] to detect blocking artifacts, an 8x8 blocking artifact characteristics matrix
(BACM) is computed in the pixel domain to measure the symmetrical property of the blocking
artifacts in a JPEG image; an asymmetric BACM will reveal the presence of misaligned JPEG
compressions. The previous algorithm is modified in [10] to localize the tampered regions,
according to two possible approaches: in a block-wise approach each 8x8 image block is
processed independently by analyzing the statistics of a rectangular region surrounding it,
whereas in the region-wise approach the image is first segmented into homogeneous regions and
then each region is analyzed separately. In [11], the blocking artifacts in the pixel domain are
again investigated, but in this case their periodic property is measured by devising two proper
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sets of features fed to a SVM; this method shows higher performance with respect to [9]. In [12],
the authors propose a method based on a single feature which depends on the integer periodicity
of the DCT coefficients when the DCT is computed according to the grid of the previous JPEG
compression and whose experimental results are superior to the previous works.
In [15], a detection method which is able to detect either block-aligned or misaligned
recompression is proposed; in particular the authors propose to compute a set of features to
measure the periodicity of blocking artifacts, perturbed in presence of NA-DJPG compression,
and a set of features to measure the periodicity of DCT coefficients, perturbed when an A-DJPG
compression is applied. This set of nine periodic features is used to train a classifier allowing us
to detect if an image has undergone a double JPEG compression. Experimental results show that
this method outperforms the scheme proposed in [9] for the NA-DJPG case and the schemes
proposed in [4] and [7] for the A-DJPG case. Most of the previous algorithms rely on the
hypothesis to know the right location of the possibly manipulated area, for example by applying
a segmentation of the image under test before the forensic analysis as done in [10], or they are
just designed to analyze the whole image, so that the correct localization of the forgery in a
tampered image is still an open issue. To the best of our knowledge, only the forensic algorithms
presented in [7] and [8] have been designed to localize in an automaticway the tampered regions
with a fine-grained scale of 8x8 image blocks; let us note that these methods work only in the
presence of aligned double JPEG compression, whereas no similar methods exist in the case of
nonaligned double JPEG compression. In this project, we move a step forward in the localization
of tampering in JPEG images, by proposing a forensic algorithm that can reveal a tampering at a
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local level, without any prior information about the location of the manipulated area, in the
presence of double JPEG compression, either aligned or nonaligned. The output of the algorithm,
as the methods proposed in [7] and [8], is a map that gives the probability, or the likelihood, for
each 8 8 block to be tampered. Starting from the analysis of the probability models of DCT
coefficients carried out in [8], we propose an improved and unified statistical model
characterizing the artifacts that appear in the presence of either A-DJPG or NA-DJPG, allowing
us to derive algorithms working for any kind of recompression. As a further contribution of this
paper, the proposed forgery localization method, following a Bayesian approach, can be easily
generalized to work with similar features derived by any other footprints left by a tampering
operation, in the spatial domain or in another image domain. The rest of this project is organized
as follows. In Section II, the possible scenarios where the algorithm for the detection of double
JPEG compression can be applied are briefly reviewed. In Section III, the statistical models used
to characterize both A-DJPG and NA-DJPG artifacts are explained. Starting from these models,
in Section IV the proposed algorithm is described. The results of the experimental analysis
carried out to evaluate the performance of the proposed method are discussed in Section V,
whereas in Section VI, some conclusions are drawn.
1.2Digital Watermarking
A discussion of image authentication techniques is not complete without first introducing
the main method of proving image ownership, which is digital watermarking [7]. In digital
watermarking, a desired image is combined with a watermark to form a watermarked image.
This watermark may be visible or invisible to the naked eye. Figure 2.1 illustrates an example of
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visible watermarking. Here, a watermark is embedded into the host image, forming the Water
marked image with a silhouette of the watermark clearly visible. This technique is useful when
displaying a company logo or to show ownership of the image.

Figure 2.1 – Example of visible watermark using AiS Watermark Pictures Protector
A second form of watermarking exists in which the watermark is embedded but is
―invisible‖ to the naked eye. This is useful for the author of the image to put his or her signature
on it for security or anti-tamper reasons. Figure 2.2 shows an example of this.

Figure 2.2 – Example of invisible watermark using Steganography Software F5
In this example, the original image and the watermarked image are visibility identical
and the human eye generally can not see a difference. The existence of the watermark can
usually only be determined using an extraction and detection algorithm that complements the
embedding algorithm. Digital watermarking applications used by the government, private
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industry, and for personal protection are ownership assertion, digital ―fingerprinting,‖ copy
prevention or control, fraud and tamper detection, and ID card security [7]. Invisible
watermarking also has some other benefits which take advantage of the fact that the watermark is
not visible to the human eye. These include copyright protection and image tracking. The use of
invisible watermarking helps guard against the increasing threat of passport fraud by embedding
unique personal information into a government issued passport [7]. These areas of digital
watermarking are increasingly important to implement in today‘s digital world, but the situation
still exists in which an image‘s authenticity needs verification without relying on a watermarking
scheme.
1.3 Unknown Image Origin
With techniques available to protect an original image from tampering, the reverse
scenario raises concern of verifying the authenticity of an image of unknown origin. This is an
increasingly important issue as digital cameras come down in price and ease of use of powerful
image processing software, i.e. Adobe Photoshop and GIMP (GNU Image Manipulation
Program), become more widely available [15]. In fact, GIMP is freely available on the web and
is a viable alternative to Adobe Photoshop. Most of the image manipulations discussed in this
thesis can be performed using GIMP. With increasing opportunities and ease to digitally
manipulate images, the research community has its work cut out.The state of the art in research
in digital image forensics currently focuses on digital watermarking and variations of this, as
previously discussed. Research conducted on image authentication in the absence of any digital
watermarking scheme is still in its infancy stages [9] [12]. Therefore, this thesis explores this
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topic. Unknown origin images fall into 2 classes, copy-move & copy-create. The reason for
distinguishing classes of image forgeries is because various image processing techniques exist
that are better suited for each class as a whole. The first class of image forgeries includes images
tampered by means of copying one area within an image and pasting it onto another. A useful
name for this class is copymove forgeries. Figure 2.3 illustrates an example of this type. Here,
copied parts of the foliage cover and mask the truck in such a way which completely masks it.

Figure 1.2 – Example of copy-move image forgery [12]
The second class of forged images deals with creating the forgery by using more than just
the single image for copying and pasting. This is done by taking one or more images and copying
and pasting from various areas within each to form a forged image. The image processing
community formally refers to this type of image as an image ―composition,‖ which is defined as
the ―digitally manipulated combination of at least two source images to produce an integrated
result‖ [6].
1.4 Edge Detection using first-order operators
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Edge detection algorithms, a classical image processing technique, have been analyzed
against a number of forged test images [17]. Lukas analyzed these first since edge detection
algorithms are a fundamental application to image processing. The edges of an image are
extremely significant in many applications since they provide information about the location of
objects and their texture, size, and shape. This concept is of interest in forgery detection because
image tampering introduces hidden anomalies often associated with a double edge around the
tampered objects. This phenomenon occurs because the blurring of space around the tampered
objects, in conjunction with the actual edge, forms a double or ―ghost‖ edge. An edge is defined
as areas in the image where the intensity of pixels moves from a low value to a high value or vice
versa [18]. This leads into an analysis of first-order operators and their power at detecting
discontinuities. First-order operators detect points in the image that are discontinuous by
calculating a function of the image which uses first-order derivatives. There are various
convolution masks used in image processing and some have already been used to analyze forged
digital images. Previous images were analyzed using the Roberts, Sobel, and Prewitt masks [17].
The Sobel mask is more receptive to edges that are diagonal in nature rather than horizontal or
vertical. The Roberts mask is more susceptible to noise than the other masks while Prewitt is
better at horizontal and vertical edges. [18]
CHAPTER-2
2.1.FORENSIC SCENARIOS
One of the most evident traces of tampering in JPEG images is the presence of
artifacts due to double compression. Basically, such artifacts can be categorized into two classes,
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according to whether the second JPEG compression uses a DCT grid aligned with the one of the
first compression or not. However, in order to correctly interpret the presence or the absence of
these artifacts, different scenarios have to be considered. A first scenario is that in which an
original JPEG image, after some localized forgery, is saved again in JPEG format. We can
assume that during forgery an image processing technique which disrupts JPEG compression
statistics is applied. Examples of this kind of manipulation are a cut and paste from either a non
compressed image or a resized image, or the insertion of computer generated content. In this
case, DCT coefficients of unmodified areas will undergo a double JPEG compression thus
exhibiting double quantization (DQ) artifacts, while DCT coefficients of forged areas will likely
not have the same DQ artifacts.A second scenario is that of image splicing. Here, it is assumed
that a region from a JPEG image is pasted onto a host image that does not exhibit the same JPEG
compression statistics and that the resulting image is JPEG recompressed. In this case, the forged
region will exhibit double compression artifacts, whereas the non manipulated region will not
present such artifacts.In the first scenario, the most common artifacts will be the ones due to ADJPG compression. This is the same scenario considered in [7]. However, it is still possible that
the original image is randomly cropped before being recompressed in JPEG format, thus creating
NA-DJPG artifacts. Conversely, in the second scenario, assuming a random placement of the
spliced region, there is a probability of 63/64 that the forged region will exhibit NA-DJPG
artifacts. This is the same scenario considered in [9] and [16]. It is worth noting that the previous
scenarios do not require one part of the image to be singly compressed. For example, if a portion
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from a JPEG image is pasted onto another JPEG image, we could have an A-DJPG part and a
NA-DJPG part, two
TABLE I
NOTATION

2.2 Features Extraction
After finishing preprocessing the image enters into the features extraction segment. Here
two different types of features have been extracted. They are GLCM features Laws‘ texture
energy measures by using these two methods the Features of the image are extracted and then
these features are given as input to the NN classifier.
2.2.1 GLCM features (haralicks)
Since texture is a spatial property, a simple one-dimensional histogram is not useful in
characterizing texture (for example, an image in which pixels alternate from black to white in a
checkerboard fashion will have the same histogram as an image in which the top half is black
and the bottom half is white). In order to capture the spatial dependence of gray-level values
which contribute to the perception of texture, a two-dimensional dependence matrix known as a
gray-level co-occurrence matrix is extensively used in the texture analysis. Another measure that
has been used extensively is the autocorrelation function.
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2.2.1.1 Gray-Level Co-Occurrence Matrix
The gray-level co-occurrence matrix P [i, j] is defined by first specifying a displacement
vector d = (dx, Dy) and counting all pairs of pixels separated by d having gray levels i and j. For
example, consider the simple 5 x 5 image having gray levels 0, 1, and 2 as shown in Figure
5.1.(a) Since there are only three gray levels, P[i, j] is a 3 x 3 matrix. Let the position operator is
specified as (1, 1), which has the interpretation of one pixel to the right and one pixel below. In a
5 x 5 image there are 16 pairs of pixels which satisfy this spatial separation. We now count all
pairs of pixels in which the first pixel has a value of i and its matching pair displaced from the
first pixel by d has a value of j, and enter this count in the ith row and jth column of the matrix
P[i, j]. For example, there are three pairs of pixels having values [2, 1] which are separated by
the specified distance, and hence the entry P [2, 1] has a value of 3. The complete matrix P [i, j]
is shown in Figure 5.1(b). Note that P [i, j] is not symmetric since the number of pairs of pixels
having gray levels [i, j] does not necessarily equal the number of pixel pairs having gray levels
[j, i]. The elements of P [i, j] are normalized by dividing each entry by the total number of pixel
pairs. In our example, each entry is divided by 16. This normalized P [i, j] is then treated as a
probability mass function since the entries now add up to 1.
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Figure 2.1 (a) A 5 x 5 image with three gray levels 0, 1, and 2. (b) The gray-level cooccurrence matrix for d = (1, 1)
It is easy to illustrate that the gray-level co-occurrence matrix captures the spatial distribution of
gray levels with the following simple example. Consider the 8 x 8 binary image of a
checkerboard shown in Figure 5.2(a), where each square corresponds to a single pixel. Since
there are only two gray levels, P [i, j] is a 2 x 2 matrix. If we define d = (1, 1) as before, we get
the normalized P [i, j] shown in Figure 5.2(b). Notice that the only pairs that occur are [1, 1] and
[0, 0] because of the well-defined structure of pixels; the off-diagonal elements are zero.
Similarly, if the vector d is defined as (1, 0), the only entries will be those corresponding to [0, 1]
and [1, 0], as shown in Figure 5.2(c), and the diagonal elements are zero. In the above example,
if the black pixels are randomly distributed throughout the image with no fixed structure.The
gray-level co-occurrence matrix will not have any preferred set of gray-level pairs. In such a case
the matrix is expected to be uniformly populated.

Figure 2.2 (a) An 8x8 checkerboard image. (b) The gray-level co-occurrence matrix for d =
(1, 1). (c) The gray-level co-occurrence matrix for d = (1, 0)
Thus a feature which measures the randomness of gray-level distribution is the entropy,
defined as
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Note that the entropy is highest when all entries in P[i, j] are equal, such a matrix
corresponds to an image in which there are no preferred gray-level pairs for the specified
distance vector d. The features of energy, contrast, and homogeneity are also defined using the
gray-level co-occurrence matrix as given below:

The choice of the displacement vector is an important parameter in the definition of the
gray-level co-occurrence matrix. Occasionally, the co-occurrence matrix is computed for several
values of d and the one which maximizes a statistical measure computed from P [i, j] is used.
The gray-level co-occurrence matrix approach is particularly suitable for describing micro
textures.
Property

'Contrast'

'Energy'

Description
Returns a measure of the intensity contrast between
a pixel and its neighbor over the whole image.
Returns the sum of squared elements in the GLCM.

Formula

∑|i-j|^2.p(I,j)

∑p(I,j)^2
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Returns a value that measures the closeness of the
'Homogeneity'

distribution of elements in the GLCM to the GLCM

∑p(I,j)/[1+|i-j|]

diagonal.

'Correlation'

Returns a measure of how correlated a pixel is to its
neighbor over the whole image.

∑(i-μi)(j-μj).p(I,j)/[σi.σj]

Table 2.1 Grey level properties
As the brain MRI is the grey scale image, we use GLCM method for feature extraction
purpose. And GLCM is very good for micro structures which can easily identify the very minute
lesions in the brain because here we need to avoid false positive count as the lesions are detected
automatically.
CHAPTER-3
3 .DOUBLE JPEG COMPRESSION MODELS
In this section, we will review the statistical models used to characterize both A-DJPG
and NA-DJPG artifacts. Then, we will introduce some simplifications that will be useful in
defining the proposed detection algorithm, as well as some modifications needed to take into
account the effects of rounding and truncation errors between the first compression and the
second compression. The notation used hereafter is summarized in Table I.
3.1. JPEG Compression Model
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The JPEG compression algorithm can be modeled by three basic steps [17]: 8x8 block
DCT of the image pixels, uniform quantization of DCT coefficients with a quantization matrix
whose values depend on a quality factor QF, and entropy encoding of the quantized values. The
image resulting from decompression will be obtained by applying the inverse of each step

in reverse order: entropy decoding, dequantization, inverse block DCT. In the following analysis,
we will consider that quantization is achieved by dividing each DCT coefficient by a proper
quantization step and rounding the result to the nearest integer, whereas dequantization is
achieved by simply multiplying by Q.

Let us then assume that an original uncompressed

image I is JPEG compressed with a quality factor QF and then decompressed. Since entropy
encoding is perfectly reversible, the image obtained after JPEG decompression can be modeled
as follows:

In the previous equation,D00 models an 8x8 block DCT with the grid aligned with the
upper left corner of the image Q(.) and D(.) model quantization and dequantization processes,
respectively E1, and is the error introduced by rounding and truncating the output values to eight
bit integers. The last quantity R1 can be thought of as the overall approximation error introduced
by JPEG compression with respect to the original uncompressed image. In the previous chain, if
rounding/truncation (R/T) errors are neglected, the only operation causing a loss of information
is the quantization process . In the following Q(.), we will analyze the artifacts that appear in
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presence of a double JPEG compression. These artifacts, caused by the interaction of successive
quantization and dequantization processes, will depend on the alignment or misalignment of the
respective block DCTs.
3.2 A-DJPG Compression
In the case of A-DJPG compression, we consider that the original image has been JPEG
compressed with a quality factor, decompressed, and again compressed with a quality factor,
with the respective block DCTs perfectly aligned. Let us consider the quantized DCT
coefficients obtained after entropy decoding the doubly compressed image. Such coefficients can
be modeled as

Where D00I are the unquantized DCT coefficients of and denote that different
quantization matrices may be used. In the previous equation, we can recognize a first term taking
into account quantization effects and a second term modeling R/T errors. Since the JPEG
standard uses 64 different quantization steps, one for each of the 64 frequencies within an 8x8
DCT, the quantized coefficients will be distributed according to 64 different probability
distributions. According to (2), each of these distributions can be expressed as Where Q1 and Q2
are the quantization steps of the first and last compression.
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Figure 3.3.1 – Magnified portion of heavily compressed JPEG image depicting 8 x 8 blocks

Figure 3.3.2 – Magnified portion of lesser compressed JPEG image depicting 8 x 8 blocks
Creating a forged JPEG image from portions of two other JPEG images, with different
Quality Factors or having been cropped, rotated, or rescaled, introduces anomalies in the average
R(i, j) values across the image. By examining this type of tampering at magnification, these
anomalies are easily distinguished by the human eye.Figure 4.3.3 shows a simulation of an
image forgery with tampering performed on the top left portion. In this example, a segment was
copied from a different JPEG image with a lower Quality Factor, pasted onto the host image, and
that portion was then reshaped and resized to simulate a forgery. The magnified portion of the
tampered area shows remnants of the original image it was pasted from and its 8 x 8 blocks,
which have become distorted from tampering. The simulated image forgery in Figure 4.3.3
shows that the R(i, j) value obtained by analyzing the 8 x 8 pixel blocks of a forged image may
show some statistical anomalies in the tampered areas. To capture some statistical data of the
suspected image forgery, all R(i, j) values can be calculated for each 8 x 8 block and then
analyzed by some threshold value, t, producing a binary image. This threshold value and
subsequent binary image is similar in nature to that discussed in above section.
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Figure 3.3.4 – Simulation of Image Forgery with portion of tampered area magnified
The difference here is that all 64 pixels in each 8 x 8 block will be either entirely white or
black based on the value obtained from the following formula:

Here, Dright(i, j) equals the difference between a block‘s R(i, j) value and its direct
neighbor to the right‘s value, which is represented as R(i, j +1) . Dbottom(i, j) is equal to the
difference between a block‘s R(i, j) value and its direct neighbor to the bottom‘s value, which is
represented as R(i +1, j) . Blocks at the far right and bottom edge of an image get Dright(i, j) and
Dbottom(i, j) values equal to zero as this should not be an area of interest for tamper detection.
Therefore, they are effectively ignored. Once allDright(i, j) and Dbottom(i, j) values are
calculated, the threshold value, t, is used to set all blocks equal to white if theirDright(i, j) or
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Dbottom(i, j) value is equal to or greater than t. Otherwise it is set to black. Emphasis should be
placed on the ―or‖ condition from ― Dright(i, j) orDbottom(i, j) ‖ in the previous sentence. Much
testing has gone into determining which blocks should be used in the comparison of their
respective R(i, j) differences. Combinations of block differences as well as changing the above
conditional ―or‖ to an ―and‖ were used for comparison purposes. From testing, there was not
much difference in the overall result when using the various block combinations. Ultimately,
returned if at least one comparison was within the bounds of the threshold. By using this ―or‖
comparison, increased emphasis is witnessed on the tampered area, if one exists. the decision
was made to use the proposed method which calculates the difference in R(i, j) values of a block
with its right and bottom neighbors (1). A white block is returned if at least one comparison was
within the bounds of the threshold. By using this ―or‖ comparison, increased emphasis is
witnessed on the tampered area, if one exists.

Binary Image Result with Threshold t = 15
Figure 3.3.5 – “Forged” Image with Result from the JPEG Block Technique
Figure 4.3.5 provides an illustration of this proposed JPEG Block Technique. In this
example, two exact copies produced the forged image, with one copy being of higher quality (QF
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> 70) and the other being more heavily compressed (QF = 5). The left portion of the forged
image is composed of the better quality donor image and the right portion is made of the other
more heavily compressed donor image. This figure shows the resulting binary image using a
threshold, t, equal to 15. The binary result of this proposed block analysis technique has
uncovered a definitive pattern in the differing compression levels of the two merged images.
This is a good example of how the naked eye is fooled by the authenticity of a forged image. It is
difficult to detect any means of image tampering at face-value in this example, but the
―fingerprint‖ of the JPEG compression scheme leaves much to analyze at the pixel level. Above
section discusses an in-depth experiment which investigates the correctness and performance of
this technique.
The threshold value, t, allows for a user-defined way to analyze an image with respect to
the variability in each 8 x 8 block, as previously described. This approach gives the opportunity
to allow for a fine-tuned analysis of all JPEG images of different sizes, resolutions, and Quality
Factors. It is extremely difficult to develop a method to detect image tampering that does not
require some human configurability and interpretation. Thus, setting a user-defined threshold
value, t, and subsequent binary image analysis is required for maximum robustness with this
method.
Determining an appropriate threshold value for a given image requires the user to
perform several experiments. As the sign of image tampering may come from both threshold
value extremes, several tests should be completed to narrow down any firm clues that highlight
tampered areas (or that conclude none are tampered). Figure shows two resulting binary images
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of the forgery in Figure 4.3.5 with threshold value, t, equal to the values 2 and 50. When t is
equal to the value 2, it is more difficult to see a pattern of the image tampering. Most blocks are
colored white since each block in the resulting binary image is colored white if the degree of
variability is greater than or equal to the value 2. On the other extreme, when t is equal to the
value 50, most blocks are colored black and a definitive pattern still cannot firmly be concluded
from the resulting binary image.

Figure 3.3.6 – Result from the JPEG Block Technique of the forged image in Figure 4.3.5
An approach to take in determining a proper threshold is to start out with a threshold value equal
to 50. The result should then be analyzed with further testing performed using threshold values in
increments of 5 or 10. Each test should look for distinctive patterns in the binary image or be
focused on the results of areas that have been suspected of tampering. As the threshold value is
increased, the resulting white pixels usually focus on areas of image tampering, if any exist. This
is because high levels of JPEG block variability are usually seen in areas with prominent edges
or that have been digitally tampered with. The tampered areas usually show higher JPEG block
variability than legitimate areas, such as edges, and thus a higher threshold value will usually
focus in on these tampered areas. When a pattern emerges from performing the JPEG Block
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Technique, further testing using the other proposed methods should be performed with the results
of the suspected area analyzed closely. Finally, an analysis of the results using a threshold value
under 15 should be performed to determine if this returns any definitive patterns of image
tampering. The tampered area in an image may have come from an original image with a higher
or lower JPEG Quality Factor than the other parts of the image, therefore a pattern of white or
black blocks may result from this. Thus, analyzing results using a wide range of threshold values
is the best approach when using this technique. Figure 4.3.5 is a good example of this. Using the
JPEG Block Technique with a lower threshold value, in this case, increases the emphasis on the
tampering. Other threshold values, witnessed in Figure 4.3.6, return results that do not show the
tampering well.
3.4 Double JPEG Localization Algorithm
In this section, we will describe the proposed algorithm for localizing double JPEG
artifacts. Since A-DJPG and NA-DJPG artifacts are characterized by different statistical models
defined on different domains—quantized DCT coefficients given by (2) for A-DJPG,
unquantized DCT coefficients given by (7) for NA-DJPG—we will actually have two similar
algorithms specialized on the respective type of double JPEG compression. A pseudo-code
summarizing the proposed algorithms can be found in Algorithm 2 and Algorithm 3.
3.4.1. Likelihood Map
In the following, we will assume that for each element of an image, being either a pixel
value, a DCT coefficient, or the value of any other kind of representation, we know both the
probability distributions of conditional to the hypothesis
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Fig. 3.4.1. Example of A-DJPG compression model: hDQ and hNDQ denote the histograms of
quantized DCT coefficients of an A-DJPG compressed and a singly compressed image,
respectively, for a single DCT frequency. Distributions obtained according to (3), (14), and (11)
are in good agreement with the data. Fig.4.4.2. Example of NA-DJPG compression model: hQ
and hNQ denote the histograms of unquantized DCT coefficients of an NA-DJPG compressed and
a singly compressed image, respectively, for a single DCT frequency. Distributions obtained
according to (9), (16), and (6) are in good agreement with the data.
In practice, the likelihood ratio is compared with an appropriate threshold, defined in
such a way that the detector fulfills some optimality condition (e.g., a given probability of false
alarm). It is worth noting that the previous approach can be easily extended to any trace of
tampering, even to traces that are not left by JPEG recompression.
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3.5 Undetectable Image Tampering Using Anti-Forensics
In many scenarios, an image forger is not concerned with representing a previously
compressed image as one which has never undergone compression. More likely, the image
forger wishes to alter an image, then remove all evidence that the image has been manipulated.
In such a scenario, the image forger must pay particular attention to an image‘s compression
history. Because most digital cameras store images as JPEGs by default, many digital images are
imprinted with compression fingerprints at the time of their capture. If an image contains
evidence that it has been compressed multiple times, this suggests that the image has been
decompressed for editing, then saved again in a compressed format. If the forger attempts to
avoid the fingerprints left by multiple applications of compression by saving an image in an
uncompressed format after editing, the fingerprints left by the initial application of compression
will reveal evidence of image manipulation. Furthermore, spatial inconsistencies in an image‘s
compression fingerprints are often used as forensic evidence of cut-and-paste forgery, in which a
composite image is formed by cutting an object from one image, then pasting it into another. If
used properly, the anti-forensic techniques outlined in this paper can either remove or prevent the
occurrence of each of these image tampering fingerprints.
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Fig. 3.3. Histograms of R1 and R2 blocking artifact detection statistics obtained from (a) an
uncompressed image, (b) the same image after JPEG compression using a quality factor of 70, as
well as the JPEG compressed version after it has been deblocked using (c) our anti-forensic
deblocking algorithm, (d) the deblocking algorithm proposed by Liew and Yan, and (e) the
deblocking algorithm proposed by Zhai etc. Recompression of a JPEG image, commonly
referred to as double JPEG compression, introduces a unique fingerprint in an image‘s DCT
coefficient distributions. During the initial application of JPEG compression, DCT coefficient
quantization causes an image‘s DCT coefficients to cluster around integer multiples of a
particular DCT subband‘s quantization step size. When the image is compressed a second time
using a different quantization table, some DCT subbands will be quantized using a different
quantization step size. This mismatch in quantization step sizes will cause an unequal number of
DCT coefficient clusters to fall within each new quantization interval. As a result, the DCT
coefficient distributions of a double JPEG compression will appear to be modulated by a periodic
signal. A number of forensic techniques use this signal to identify double JPEG compression [9],
[10]. To prevent double JPEG compression fingerprints from occurring in a doubly compressed
image, an image forger can add anti-forensic dither to a singly compressed image‘s DCT
coefficients before it is recompressed. By doing this, the image‘s DCT coefficients will be
distributed as if they came from an uncompressed image rather than being clustered around
integer multiples of the first quantization step size. When the image is recompressed,
quantization interval mismatch effects will not occur, allowing the double JPEG compressed
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image‘s DCT coefficients to be distributed as if they came from an image compressed only once.
Since the image will remain JPEG compressed in its final state, it does not need to be antiforensically deblocked.An example demonstrating that anti-forensic dither can be used to prevent
double JPEG compression fingerprints is shown in Fig. 12. In this example, we show coefficient
histograms from the (3,3) DCT subband of an image compressed once using a quality factor of
85, the same image after it has been double compressed using a quality factor 75 followed by 85,
as well as the image compressed first with a quality factor 75, then anti-forensically modified
and recompressed using a quality factor of 85. While double JPEG compression fingerprints can
be observed in the coefficient histogram of the doubly JPEG compressed image that did not have
anti-forensic dither added to its DCT coefficients, these fingerprints are absent from the
coefficient histogram of the image that underwent anti-forensic modification. Additionally, the
coefficient histogram of the anti-forensically modified double JPEG compressed image does not
differ greatly from the coefficient histogram of the singly compressed image. This verifies that
under forensic inspection, the anti-forensically modified image would appear to have only been
compressed once. If two JPEG compressed images are used to create a cut-and-paste forgery, the
composite image will contain double JPEG compression fingerprints that differ spatially. These
locally varying fingerprints can be used to both detect forged images and to identify falsified
image regions [11]. Alternately, if blocking artifacts in the pasted region do not align with those
throughout the rest of the image, the resulting mismatch in the blocking grid can be used to
detect cut-and-paste forgeries [12]. Both of these fingerprints can be avoided if the two images
used to create the forgery have anti-forensic dither added to their DCT coefficients and are antiInternational Journal of Research Review in Engineering and Management (IJRREM), Volume 2, Issue -12, December -2018, Page No: 11-37, Impact Factor: 2.9463, Scribd Impact Factor:
4.7317, Academia Impact Factor: 1.1610
Page 28

www.ijrream.in

Impact Factor: 2.9463

INTERNATIONAL JOURNAL OF RESEARCH REVIEW
IN ENGINEERING AND MANAGEMENT (IJRREM)
Tamilnadu-636121, India
Indexed by

Scribd impact Factor: 4.7317, Academia Impact Factor: 1.1610
ISSN NO(Online ) : AP No :19702
RNI No :2017103794

forensically deblocked before the composite image is created. Doing this will render
compression-history-based forensic techniques unable to detect cut-and-paste image forgeries. In
other situations, an image forger may wish to falsify the origin of an image.

Fig.3.3.1. Results of the proposed anti-forensic deblocking algorithm applied to a typical image
after it has been JPEG compressed using a quality factor of (a) 90, (b) 70, (c) 50, (d) 30, and (e)
10 followed by the addition of anti-forensic dither to its DCT coefficients.Since most digital
cameras and image editing software use proprietary JPEG quantization tables when storing
images, the camera model used to capture an image can be determined by identifying the image‘s
quantization table in a list of camera and quantization table pairings [8]. This means that
information about an image‘s origin is intrinsically embedded in an image via its compression
history. Software designed to perform quantization table and camera matching known as
JPEGsnoop is readily available online [27]. As a result, an image forger cannot mislead forensic
investigators by simply changing an image‘s metadata tags.While other forensic signatures such
as a camera‘s sensor noise [1] and color filter array interpolation parameters [3] can be used as a
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means of camera identification, these techniques can be defeated by falsifying the sensor noise
pattern [14] and reapplying the color filter array then reinterpolating the image [15]
respectively.An image‘s origin cannot be forged by simply recompressing it using the
quantization table of another camera. Doing this will result in double JPEG compression artifacts
that can proposed alert forensic investigators to the fact that the image has been tampered with.
Instead, we are able to undetectably falsify the compression history aspects of an image‘s origin
by first removing traces of prior JPEG compression through the use of anti-forensic dither, then
compressing the image with the quantization table of another camera.To verify that our antiforensic technique is suitable for image origin forgery purposes, we conducted an experiment in
which we falsified the compression signatures of images taken by several cameras, then
attempted to link each image with its origin using existing forensic techniques. For this
experiment, we compiled a database consisting of 100 images from each of the following
cameras: a Canon Powershot G7 (Cam 1), Sony Cybershot DSC-W80 (Cam 2), Sony Cybershot
DSC-V1 (Cam 3), Fuji Finepix E550 (Cam 4), and an Olympus Camedia C5060 (Cam 5). We
removed evidence of prior JPEG compression from each image by adding anti-forensic dither to
its DCT coefficients, then recompressed it with the quantization tables used by each of the other
cameras in the database.
3.7. Experimental Results
Extraction and analysis of BAG will now be presented on two examples. Figure
presents an original image of a cameraman and Figure 3(b) shows a doctored image which was
created by coping and pasting the marked area. The copied area was placed in such position
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where it could easily cheat human eye. In this example copied area was taken from the same
image, but detection would be equally effective if copied area was taken from a different JPEG
image. After the BAG extraction and analysis, copy-paste forgery was detected because of the
mismatch of blocking artifacts in that area. Figure 3(c) shows detection results where it is
possible to notice a significant BAG mismatch area at right side of image. Areas that do not
contain at least one block can be discarded from further analysis. Blocking artifact grid of an
initial image was marked with sequence of points that are located at distance of 8 pixels (because
of using 8 by 8 blocks in DCT compression). It is visible that BAG of copied area does not
match the initial grid of the image. Lines that form BAG of the copied area are not aligned with
the BAG of the rest of the image. Percentage of correct detection was used as a measure for
indication of deviation of BAG on copied area and original image. In this example, 70.51% of
copied area was successfully detected, and size of false positive block detection was 0.3419% of
the image.

(a)Original Image

(b) Doctored Image
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(c) Detected forgery

(d) BAG mismatch

Fig. 3.5. Example of copy-paste forgery detection
Figure 4 shows another example of copy-paste forgery on an RGB image. Doctored image,
visible on Figure 4(b), was created by copying a segment of Lenna‘s nose and pasting it slightly
higher in the picture, thereby making it look smaller. This kind of image forgery is very difficult
to detect by visually inspecting the doctored image, especially since borders of the copied area,
after the copy-paste for-gery, were processed by averaging values of neighboring pixels. That
process was performed by averaging values of 2 pixels from both sides using values of their
neighbors. Re-sult of this averaging process was smoothing the borders to hide rough transitions
from copied area to original area of image. Results of the BAG extraction are shown on Figure
4(c), where it is possible to notice the mismatch of blocking artifacts exists. Although, due to the
complexity of the im-age, other detected areas exist as well, they are all signifi-cantly smaller
than the main mismatch area, even though the copy-pasted part of the image was quite small
itself. Figure 4(d) presents the zoomed BAG mismatch area to allow better view. It is clearly
visible that the BAG of the copied area does not align with the BAG of the initial image.
Percentage of correct detection for this example was around 74.07% of copied area, and
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percentage of false posi-tive block detection was 0.293% of the image. This example
demonstrates how the described approach can detect copy-paste forgery even if borders were
smoothed, because pro-cessing an image to hide borders of copied area did not affect BAG of
whole copied area.

Fig.3. 6. Example of copy-paste forgery detection with borders smoothing
CHAPTER 4
4. 1 CONCLUSION
By applying different thresholds on the probability map, binary segmentations of the
WMLs were produced. These segmentations were compared with the gold standard, where the
number of correctly classified voxels, that is, the true positives (TP) and true negatives (TN), was
counted as well as the number of false positives (FP) and false negatives (FN). The true positive
fraction (TPF), which is the sensitivity, and the false positive fraction (FPF), which is 1specificity, was calculated for the threshold, running from 0 to 1.
They are defined by
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The TPF was represented in an ROC curve as function of the FPF for the ‗‗all patients‘‘
category for all five feature sets. Furthermore, the binary segmentations were evaluated by three
different similarity measures: similarity index (SI) (Dice, 1945; Zijdenbos et al., 1994), overlap
fraction (OF) and extra fraction (EF) (Stokking et al., 2000). The SI is a measure for the correctly
classified lesion area relative to the total area of WML in both the reference (the gold standard)
and the area of the segmented image. The OF measures the correctly classified lesion area
relative to the WML area in the reference. The EF measures the area that is falsely classified as
lesion relative to the WML area in the reference.

Figure 5.6 Venn diagram of performance parameters
In the below definitions, Ref denotes the volume of the reference and Seg is the volume
of the binary segmentation. The intersection of Ref and Seg, used in the SI and OF, is similar to
the volume of the correctly classified voxels (Overlap). The volume of Ref ∩ Seg corresponds to
the false positives (Extra). The SI was represented in a graph as function of the threshold,
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running from 0 to 1, for all feature sets. The similarity measures are defined by Probability
similarity index (PSI), probabilistic overlap fraction (POF) and probabilistic extra fraction (PEF)
are defined by

∑Px,gs = 1: sum over all voxel probabilities, where in the gold standard (manual
segmentation), the intensity value =1, and

∑Px,gs = 0: sum over all voxel probabilities, where

in the gold standard, the intensity value = 0,and∑1x,gs = 1: sum over all voxels in the gold
standard,and ∑Px: sum over all probabilities in the probability map..The PSI and POF have
values between 0 and 1, in which a high value resembles better correlation with the reference,
and 1 denotes that the segmentation equals the gold standard. The PEF has values of 0 and higher
and should remain as small as possible for a good segmentation. For example, a POF of 0.6
indicates that in the segmentation the total area of the gold standard has been classified with a
value of 0.6, or that 60% of the reference area has been classified with probability 1 or any
combination of both cases. The probabilistic measures were calculated for all patient categories
and all feature sets.

4.2. References

International Journal of Research Review in Engineering and Management (IJRREM), Volume 2, Issue -12, December -2018, Page No: 11-37, Impact Factor: 2.9463, Scribd Impact Factor:
4.7317, Academia Impact Factor: 1.1610
Page 35

www.ijrream.in

Impact Factor: 2.9463

INTERNATIONAL JOURNAL OF RESEARCH REVIEW
IN ENGINEERING AND MANAGEMENT (IJRREM)
Tamilnadu-636121, India
Indexed by

Scribd impact Factor: 4.7317, Academia Impact Factor: 1.1610
ISSN NO(Online ) : AP No :19702
RNI No :2017103794

[1] H. Farid, ―A survey of image forgery detection,‖ IEEE Signal Processing Mag., vol. 2, no.
26, pp. 16–25, 2009.
[2] A. C. Popescu and H. Farid, ―Statistical tools for digital forensics,‖ in Proc. 6th Int.
Workshop Information Hiding, Berlin, Germany, 2004, pp. 128–147, Springer-Verlag.
[3] D. Fu, Y. Q. Shi, and W. Su, ―A generalized Benford‘s law for JPEG coefficients and its
applications image forensics,‖ in Proc. SPIE, Security, Steganography, Watermarking of
Multimedia Contents IX, P.W. Wong and E. J. Delp, Eds., San Jose, CA, Jan. 2007, vol. 6505,
pp. 1L1–1L11.
[4] B. Li, Y. Shi, and J. Huang, ―Detecting doubly compressed JPEG images by usingmode
based first digit features,‖ in Proc. IEEE 10thWorkshop Multimedia Signal Processing, Oct.
2008, pp. 730–735.
[5] H. Farid, ―Exposing digital forgeries from JPEG ghosts,‖ IEEE Trans. Inf. Forensics
Security, vol. 4, no. 1, pp. 154–160, Mar. 2009.
[6] X. Feng and G. Doërr, ―JPEG recompression detection,‖ in Media Forensics and Security II,
Feb. 2010, vol. 7541, Ser. Proc. SPIE, pp. 75410J–75410J-12.
[7] Z. Lin, J. He, X. Tang, and C.-K. Tang, ―Fast, automatic and finegrained tampered JPEG
image detection via DCT coefficient analysis,‖ Pattern Recognition, vol. 42, no. 11, pp. 2492–
2501, Nov. 2009.
[8] T. Bianchi, A. D. Rosa, and A. Piva, ―Improved DCT coefficient analysis for forgery
localization JPEGimages,‖ in Proc. ICASSP 2011,May 2011, pp. 2444–2447.

International Journal of Research Review in Engineering and Management (IJRREM), Volume 2, Issue -12, December -2018, Page No: 11-37, Impact Factor: 2.9463, Scribd Impact Factor:
4.7317, Academia Impact Factor: 1.1610
Page 36

www.ijrream.in

Impact Factor: 2.9463

INTERNATIONAL JOURNAL OF RESEARCH REVIEW
IN ENGINEERING AND MANAGEMENT (IJRREM)
Tamilnadu-636121, India
Indexed by

Scribd impact Factor: 4.7317, Academia Impact Factor: 1.1610
ISSN NO(Online ) : AP No :19702
RNI No :2017103794

[9] W. Luo, Z. Qu, J. Huang, and G. Qui, ―A novel method for detecting cropped and
recompressed image block,‖ in Proc. ICASSP, 2007, vol. 2, pp. II-217–II-220.
[10] M. Barni, A. Costanzo, and L. Sabatini, ―Identification of cut and paste tampering by means
of double-JPEG detection and image segmentation,‖ in Proc. ISCAS, 2010, pp. 1687– 1690.
[11] Y.-L. Chen and C.-T. Hsu, ―Image tampering detection by blocking periodicity analysis
JPEG compressed images,‖ in Proc. IEEE 10th Workshop Multimedia Signal Processing, Oct.
2008, pp. 803–808.
[12] T. Bianchi and A. Piva, ―Detection of nonaligned double JPEG compression based on
integer periodicity maps,‖ IEEE Trans. Inf. Forensics Security, vol. 7, no. 2, Apr. 2012.

International Journal of Research Review in Engineering and Management (IJRREM), Volume 2, Issue -12, December -2018, Page No: 11-37, Impact Factor: 2.9463, Scribd Impact Factor:
4.7317, Academia Impact Factor: 1.1610
Page 37

